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Größter Bankraub aller Zeiten?
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Wer steckt dahinter?
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https://x.com/safe/status/1897663514975649938



7
Source: BYBIT Interim Investigation Report, Sygnia, Feb 2025
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1. Der größte Bankraub lief über Cyber, 
nicht in der physischen Welt.

2. Auch Cybervorfälle lassen sich 
attributieren.
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Source: C. Rupp & A. Paulus, Official Public Political Attribution of Cyber Operations, October 2023, p. 17

Official Public Political Attribution in Practice

● 164 official public political attributions
● May 2014 to May 2023
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Case Study
Olympic Destroyer
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Olympic Destroyer

● Destructive malware attack targeting Olympic Winter Games 2018
○ February 2018
○ Impacts media broadcasting
○ Several outages, esp. on the evening of the opening ceremony

● Technical analysis
○ Wiper malware targeting Windows
○ Collects credentials and reuses them for spreading

● Attribution
○ Attributed to Sandworm, GRU Unit 74455
○ False flag operation
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Olympic Destroyer   (before Rich header inconsistency)

22

Olympic 
Destroyer

M  3
I
C
T
I
C

Lazarus

Sandworm

APT3

APT10

M  2
I
C
T
I
CM  3

I  1
C
T
I
C

● M: filename similarity  evtchk
● M: file wiping procedure (0x1000 bytes)
● M: PE Rich header overlap

● M: code overlap with APT3 (Mimikatz-based)
● M: code overlap with APT10 (AES key generation)

● M: spreading via legitimate PsExec and WMI
● M: named pipe to transmit credentials betw. modules
● M: four EternalBlue data structures, although unused
● I: domain account-loginserv[.]com
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Olympic Destroyer   (after Rich header inconsistency)
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System monitoring and introspection What happens in your Windows/Linux/iPhone 
system?



Looking ahead

27

System monitoring and introspection What happens in your Windows/Linux/iPhone 
system?

Detection engineering How can we detect attacks?



Looking ahead
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System monitoring and introspection What happens in your Windows/Linux/iPhone 
system?

Detection engineering How can we detect attacks?

Cyber threat intelligence How do we correlate and attribute attacks?



Thank you.
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